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DETAILED ACTION 
Continued Examination Under 37 CFR 1.114 

1 . A request for continued examination under 37 CFR 1.114, including the fee set forth in 
37 CFR 1 .17(e), was filed in this application after final rejection. Since this application is 
eligible for continued examination under 37 CFR 1.1 14, and the fee set forth in 37 CFR 1.17(e) 
has been timely paid, the finality of the previous Office action has been withdrawn pursuant to 
37 CFR 1.1 14. Applicant's submission filed on 03/25/08 has been entered. 

2. Claims 1-17, 30 are pending in this application. This action is made Final. 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

This application currently names joint inventors. In considering patentability of the claims 
under 35 U.S.C. 103(a), the examiner presumes that the subject matter of the various claims 
was commonly owned at the time any inventions covered therein were made absent any 
evidence to the contrary. Applicant is advised of the obligation under 37 CFR 1 .56 to point 
out the inventor and invention dates of each claim that was not commonly owned at the time 
a later invention was made in order for the examiner to consider the applicability of 35 
U.S.C. 103(c) and potential 35 U.S.C. 102(e), (f) or (g) prior art under 35 U.S.C. 103(a). 
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4. Claims 1-3, 10, 11, 17, 30 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Mayer et al. (US Pub No. 20020019864), in view of Melchione et al. (US Pub No. 
20030200300), and further in view of Crudele et al. (US Patent No. 6,973,647). 

As per claim 1, Mayer teaches a software update distribution system (i.e. FIG. 9 is a 

block diagram showing an order management for distributing software within an IT 
environment, in accordance with the invention, [0046]) for distributing (i.e. Once all the changes 
are verified, the automatic execution of the changes is started that provides an automatic 
updating of the respective resources of the managed IT environment, [0084]; Once the 
administrator is satisfied with the changes, the changes are confirmed and updated within the 
change request, [0083]) a software update over a communication network for distribution to 
client computers, comprising: 

a root (i.e. IT devices 31, Fig. 3) update service node (i.e. FIG. I is an hierarchical 
arrangement of distributed agents and managers according to the invention, [0038]); and 

a plurality of child update service nodes (i.e. The following FIG. 3 which is a schematic 
view of an IT environment 30 comprising IT devices 31, 31 ', 31 ", 31 "' serves to illustrate the 
principle of managed elements 32, 32", 32"'. ITCM models a managed system by elements. A 
system is nothing else than a container for parameterized elements. The concrete parameter 
values describe the system and its component, [0067]); 

wherein the root update service node and the at least one child update service node are 
organized in a hierarchical manner (i.e. FIG. I is an hierarchical arrangement of distributed 
agents and managers according to the invention, [0038]) such that the root update service node 
is a parent update service node to at least one child update service node (i.e. IT devices 31 ', 31", 
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31"', Fig. 3), wherein each update service node, except the root update service node (See Figs. 
1, 3), has a parent update service node (i.e. IT devices 31 ' is parent of IT devices 31 ' ', See Fig. 
3), wherein each of the plurality of child update service nodes is configured to operate as a parent 
update service node to another child update service node, and wherein at least one child update 
service node of the plurality of child update service nodes is a parent update service node to 
another child update service node of the plurality of child update service nodes (i.e. Each agent 
advantageously can have a local management storage that holds the information about the 
current configuration of the managed elements in a data processing resource e.g. a computer 
system which is assigned to that agent, [0027]; The agent means can perform a delta detection 
based on the managed elements that represent the smallest managed unit under the concept 
according to the invention. It is emphasized hereby that typical managed elements are an entire 
software package, a printer or a user. But the managed elements are not used to represent 
individual files. It is emphasized that the data processing resources, accordingly, can be any 
software, hardware, data files, users or user profiles, i.e. all data processing elements which can 
principally be managed, [0028]); and 

wherein the root update service node obtains a software update from a software provider 
(i.e. It is noteworthy that the IT devices 4, in principle, can also represent software (IT) 
resources like Web Browsers or any other intercommunication software which are 
interconnected via large scale networks like the Internet or proprietary intranets, [0053]), and 
wherein each of the at least one child update service nodes obtains the software update for 
distribution (i.e. FIG. 9 is a block diagram showing an order management for distributing 
software within an IT environment, in accordance with the invention, [0046]) to client computers 
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by obtaining the software update from its parent software update node (i.e. Each agent 
advantageously can have a local management storage that holds the information about the 
current configuration of the managed elements in a data processing resource e.g. a computer 
system which is assigned to that agent, [0027]; The agent means can perform a delta detection 
based on the managed elements that represent the smallest managed unit under the concept 
according to the invention. It is emphasized hereby that typical managed elements are an entire 
software package, a printer or a user. But the managed elements are not used to represent 
individual files. It is emphasized that the data processing resources, accordingly, can be any 
software, hardware, datafdes, users or user profiles, i.e. all data processing elements which can 
principally be managed, [0028]). 

includes an administration application programming interface (API) (i.e. Once the 
element types are defined the administrator can combine them to configuration sets. These sets 
are used to define pre-configured sub-systems that can later be used to configure a system. The 
relation between element types and configuration sets will be described later referring to FIG. 8, 
[0094]). 

Mayer does not explicitly teach: 

includes an administration application programming interface (API) through which an 
administrator established a set of rules for distributing software updates from the update service 
node to its child update service nodes. 

Melchione teaches an adminisfration application programming interface (API) through 
which an adminisfrator established rules for distributing software updates from the update 
service node to its child update service nodes (i.e. In one case, administered software may be 
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downloaded and run at a customer computer. In other cases, administered software represents 
some portion of administered software in processing communication with other administered 
software residing on other customer computers or at the provider. In another case, administered 
software may run at the provider with only a thin client (e.g., a web browser) running at a 
customer computer (e.g., displaying administered software output). All these cases, represent 
examples of provider-hosted application services, [0020]; In certain described examples, the 
software being administered is anti-virus software. New releases of anti-virus software can be 
automatically provided according to the software administration directives set by a customer 
administrator. In some case, administered software includes an agent that polls the data center 
to obtain administered software updates, [002 1 J). 

It would have been obvious to one of ordinary skill of the art having the teaching of 
Mayer and Melchione at the time the invention was made to modify the system of Mayer to 
include the limitations as taught by Melchione. One of ordinary skill in the art would be 
motivated to make this combination in order to represent some portion of administered software 
in processing communication with other administered software residing on other customer 
computers or at the provider in view of Melchione, as doing so would give the added benefit of 
enabling new releases of anti- virus software to be automatically provided according to the 
software administration directives set by a customer administrator as taught by Melchione 
([0021]). 

Mayer, Melchione do not explicitly teach a set of rules. 

Crudele teaches a set of rules (i.e. a software deployment tool cooper able with a software 
package including a software package file incorporating at least one action defining respective 



Application/Control Number: 10/799,351 Page 7 

Art Unit: 2167 

modifications to said client processing system and at least one file required to implement said at 
least one modifying action, said tool comprising: a plurality of classes, each class corresponding 
to a respective type of action; means for reading said software package file and instantiating a 
class having attributes corresponding to the respective type of each of the at least one action of 
said software package file and setting the attributes of the at least one class according to the 
respective action definition in said software package fde, means for executing a check method on 
at least one of each of said at least one class instances to determine if a deployment operation 
can be implemented in a specified first mode; means, responsive to a successful check, for 
executing a method on each of said at least one class instances in said first mode; and means, 
responsive to check failure of any class instance, for executing a method on each of said at least 
one class instances in a second less preferable mode, col. 2, lines 10-34). 

It would have been obvious to one of ordinary skill of the art having the teaching of 
Mayer, Melchione and Crudele at the time the invention was made to modify the system of 
Mayer, Melchione to include the limitations as taught by Crudele. One of ordinary skill in the art 
would be motivated to make this combination in order to provide a complete definition of the 
actions involved in a software distribution in view of Crudele (Abstract), as doing so would give 
the added benefit of satisfying the need when a software package is available to a target 
endpoint, an engine resident on the target can be instructed via the management agent to decode 
the software package from the file into memory and then to perform various software distribution 
operations including installing, removing and modifying the software and configuration of the 
endpoint as taught by Crudele (Abstract). 
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As per claim 11, Mayer teaches an update service node for distributing software (i.e. 
FIG. 9 is a block diagram showing an order management for distributing software within an IT 
environment, in accordance with the invention, [0046]) updates to client computers and to child 
update service nodes (i.e. FIG. 9 is a block diagram showing an order management for 
distributing software within an IT environment, in accordance with the invention, [0046]), 
wherein the update service node is organized in a hierarchy (i.e. FIG. 1 is an hierarchical 
arrangement of distributed agents and managers according to the invention, [0038]) of a 
plurality of similarly configured update service nodes (i.e. Once all the changes are verified, the 
automatic execution of the changes is started that provides an automatic updating of the 
respective resources of the managed IT environment, [0084]; Once the administrator is satisfied 
with the changes, the changes are confirmed and updated within the change request, [0083]), the 
update service node comprising: 

an update store (i.e. IT devices 31, Fig. 3) for storing software updates (i.e. Typical 
managed elements 12 are an entire (installed) software package, [0057]); 

an update web service through which the update service node obtains software updates 
from a parent update service node (i.e. IT devices 31, Fig. 3) over a communication network, and 
through which the update service node distributes software updates to child update service nodes 
(i.e. IT devices 31 ' is parent of IT devices 31", See Fig. 3) in the hierarchy (See Figs. 1, 3) over 
the communication network (i.e. Each agent advantageously can have a local management 
storage that holds the information about the current configuration of the managed elements in a 
data processing resource e.g. a computer system which is assigned to that agent, [0027]; The 
agent means can perform a delta detection based on the managed elements that represent the 
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smallest managed unit under the concept according to the invention. It is emphasized hereby that 
typical managed elements are an entire software package, a printer or a user. But the managed 
elements are not used to represent individual files. It is emphasized that the data processing 
resources, accordingly, can be any software, hardware, data files, users or user profiles, i.e. all 
data processing elements which can principally be managed, [0028]); 

an administration application programming interface (API) (i.e. Once the element types 
are defined the administrator can combine them to configuration sets. These sets are used to 
define pre-configured sub-systems that can later be used to configure a system. The relation 
between element types and configuration sets will be described later referring to FIG. 8, 
[0094]). 

a child update module for determining which software updates are available to be 
distributed to its child update service nodes (i.e. Utilizing intelligent agents implies a high 

scalability of the entire management solution. Each agent can work independent from each 
other. This allows spreading the work down to all agents and letting them determine the required 
actions by making a desired— current analysis and initiate the actions. For example, software is 
installed by telling the agent that the software must be available and installed on the system. The 
agent will check whether the software is already installed on the system or whether it has to be 
installed. It will organize a copy of the software by asking its parent agent in the IT environment 
hierarchy to get the software. Once a node up in the hierarchy has the software, the software will 
be recursively copied down the hierarchy. Once the software is available, the agent will initiate 
the installation process of the software on the system. The above procedure is illustrated in detail 
referring to FIG. 5 which shows only a part of the entire IT network depicted in FIG. 1, [0085]). 
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Mayer does not specifically teach: 

includes an administration application programming interface (API) through which an 
administrator established a set of rules for distributing software updates from the update service 
node to its child update service nodes. 

Melchione teaches an administration application programming interface (API) through 
which an administrator established rules for distributing software updates from the update 
service node to its child update service nodes (i.e. In one case, administered software may be 
downloaded and run at a customer computer. In other cases, administered software represents 
some portion of administered software in processing communication with other administered 
software residing on other customer computers or at the provider. In another case, administered 
software may run at the provider with only a thin client (e.g., a web browser) running at a 
customer computer (e.g., displaying administered software output). All these cases, represent 
examples of provider-hosted application sendees, [0020] ; In certain described examples, the 
software being administered is anti-virus software. New releases of anti-virus software can be 
automatically provided according to the software administration directives set by a customer 
administrator. In some case, administered software includes an agent that polls the data center 
to obtain administered software updates, [0021]). 

It would have been obvious to one of ordinary skill of the art having the teaching of 
Mayer and Melchione at the time the invention was made to modify the system of Mayer to 
include the limitations as taught by Melchione. One of ordinary skill in the art would be 
motivated to make this combination in order to represent some portion of administered software 
in processing communication with other administered software residing on other customer 
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computers or at the provider in view of Melchione, as doing so would give the added benefit of 
enabUng new releases of anti- virus software to be automatically provided according to the 
software administration directives set by a customer administrator as taught by Melchione 
([0021]). 

Mayer, Melchione do not explicitly teach a set of rules. 

Crudele teaches a set of rules (i.e there is provided a software deployment tool 
cooperable with a software package including a software package file incorporating at least one 
action defining respective modifications to said client processing system and at least one file 
required to implement said at least one modifying action, said tool comprising: a plurality of 
classes, each class corresponding to a respective type of action; means for reading said software 
package file and instantiating a class having attributes corresponding to the respective type of 
each of the at least one action of said software package file and setting the attributes of the at 
least one class according to the respective action definition in said software package file, means 
for executing a check method on at least one of each of said at least one class instances to 
determine if a deployment operation can be implemented in a specified first mode; means, 
responsive to a successful check, for executing a method on each of said at least one class 
instances in said first mode; and means, responsive to check failure of any class instance, for 
executing a method on each of said at least one class instances in a second less preferable mode, 
col. 2, lines 10-34). 

It would have been obvious to one of ordinary skill of the art having the teaching of 
Mayer, Melchione and Crudele at the time the invention was made to modify the system of 
Mayer, Melchione to include the limitations as taught by Crudele. One of ordinary skill in the art 
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would be motivated to make this combination in order to provide a complete definition of the 
actions involved in a software distribution in view of Crudele (Abstract), as doing so would give 
the added benefit of satisfying the need when a software package is available to a target 
endpoint, an engine resident on the target can be instructed via the management agent to decode 
the software package from the file into memory and then to perform various software distribution 
operations including installing, removing and modifying the software and configuration of the 
endpoint as taught by Crudele (Abstract). 

As per claim 30, Mayer teaches a method for facilitating the distribution (i.e. Once all 
the changes are verified, the automatic execution of the changes is started that provides an 
automatic updating of the respective resources of the managed IT environment, [0084]; Once the 
administrator is satisfied with the changes, the changes are confirmed and updated within the 
change request, [0083]) of software updates (i.e. elements are entire software, [0028]) in a 
hierarchical arrangement (i.e. FIG. I is an hierarchical arrangement of distributed agents and 
managers according to the invention, [0038]), the method comprising: 

providing a root update service node (i.e. IT devices 31, Fig. 3) of a hierarchy of update 
services nodes (i.e. The following FIG. 3 which is a schematic view of an IT environment 30 
comprising IT devices 31, 31 ', 31 ", 31 "' serves to illustrate the principle of managed elements 
32, 32", 32"'. ITCM models a managed system by elements. A system is nothing else than a 
container for parameterized elements. The concrete parameter values describe the system and its 
component, [0067]); 
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providing a plurality of child update service nodes (i.e. IT devices 31 ', 31", 31" ', Fig. 3) 
organized in a hierarchy under the root update service node (See Figs. 1, 3); and 

providing software (i.e. elements are entire software, [0028]) update information (i.e. the 
information about the current configuration of the managed elements, [0027]) corresponding to 
software updates (i.e. Once all the changes are verified, the automatic execution of the changes 
is started that provides an automatic updating of the respective resources of the managed IT 
environment, [0084]; Once the administrator is satisfied with the changes, the changes are 
confirmed and updated within the change request, [0083]) for distribution to client computers 
connected to update services nodes in the hierarchy of update service nodes (i.e. Each agent 
advantageously can have a local management storage that holds the information about the 
current configuration of the managed elements in a data processing resource e.g. a computer 
system which is assigned to that agent, [0027]; The agent means can perform a delta detection 
based on the managed elements that represent the smallest managed unit under the concept 
according to the invention. It is emphasized hereby that typical managed elements are an entire 
software package, a printer or a user. But the managed elements are not used to represent 
individual files. It is emphasized that the data processing resources, accordingly, can be any 
software, hardware, data files, users or user profiles, i.e. all data processing elements which can 
principally be managed, [0028]); 

wherein the root update service node is a parent update service node to at least one of the 
plurality of child update service nodes (i.e. IT devices 31 ', 31", 31"', Fig. 3) and wherein each 
update service node, except the root update service node, has a parent update service node (i.e. IT 
devices 31 ' is parent of IT devices 31", See Fig. 3); 
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wherein each of the plurality of child update service nodes is configured to operate as a 
parent update service node (i.e. Once all the changes are verified, the automatic execution of the 
changes is started that provides an automatic updating of the respective resources of the 
managed IT environment, [0084] ; Once the administrator is satisfied with the changes, the 
changes are confirmed and updated within the change request, [0083]) to another child update 
service node and at least one child update service node of the plurality of child update service 
nodes is a parent update service node to another child update service node of the plurality of 
child update service nodes (i.e. Each agent advantageously can have a local management 
storage that holds the information about the current configuration of the managed elements in a 
data processing resource e.g. a computer system which is assigned to that agent, [0027]; The 
agent means can perform a delta detection based on the managed elements that represent the 
smallest managed unit under the concept according to the invention. It is emphasized hereby that 
typical managed elements are an entire software package, a printer or a user. But the managed 
elements are not used to represent individual files. It is emphasized that the data processing 
resources, accordingly, can be any software, hardware, data files, users or user profiles, i.e. all 
data processing elements which can principally be managed, [0028]). 

includes an administration application programming interface (API) (i.e. Once the 
element types are defined the administrator can combine them to configuration sets. These sets 
are used to define pre-configured sub-systems that can later be used to configure a system. The 
relation between element types and configuration sets will be described later referring to FIG. 8, 
[0094]). 

Mayer does not specifically teach: 
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includes an administration application programming interface (API) through which an 
administrator established a set of rules for distributing software updates from the update service 
node to its child update service nodes. 

Melchione teaches an administration application programming interface (API) through 
which an administrator established rules for distributing software updates from the update 
service node to its child update service nodes (i.e. In one case, administered software may be 
downloaded and run at a customer computer. In other cases, administered software represents 
some portion of administered software in processing communication with other administered 
software residing on other customer computers or at the provider. In another case, administered 
software may run at the provider with only a thin client (e.g., a web browser) running at a 
customer computer (e.g., displaying administered software output). All these cases, represent 
examples of provider-hosted application services, [0020]; In certain described examples, the 
software being administered is anti-virus software. New releases of anti-virus software can be 
automatically provided according to the software administration directives set by a customer 
administrator. In some case, administered software includes an agent that polls the data center 
to obtain administered software updates, [0021]). 

It would have been obvious to one of ordinary skill of the art having the teaching of 
Mayer and Melchione at the time the invention was made to modify the system of Mayer to 
include the limitations as taught by Melchione. One of ordinary skill in the art would be 
motivated to make this combination in order to represent some portion of administered software 
in processing communication with other administered software residing on other customer 
computers or at the provider in view of Melchione, as doing so would give the added benefit of 
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new releases of enabling anti-virus software to be automatically provided according to the 
software administration directives set by a customer administrator as taught by Melchione 
([0021]). 

Mayer, Melchione do not explicitly teach a set of rules. 

Crudele teaches a set of rules (i.e. there is provided a software deployment tool 
cooperable with a software package including a software package file incorporating at least one 
action defining respective modifications to said client processing system and at least one file 
required to implement said at least one modifying action, said tool comprising: a plurality of 
classes, each class corresponding to a respective type of action; means far reading said software 
package file and instantiating a class having attributes corresponding to the respective type of 
each of the at least one action of said software package file and setting the attributes of the at 
least one class according to the respective action definition in said software package file, means 
for executing a check method on at least one of each of said at least one class instances to 
determine if a deployment operation can be implemented in a specified first mode; means, 
responsive to a successful check, for executing a method on each of said at least one class 
instances in said first mode; and means, responsive to check failure of any class instance, for 
executing a method on each of said at least one class instances in a second less preferable mode, 
col. 2, lines 10-34). 

It would have been obvious to one of ordinary skill of the art having the teaching of 
Mayer, Melchione and Crudele at the time the invention was made to modify the system of 
Mayer, Melchione to include the limitations as taught by Crudele. One of ordinary skill in the art 
would be motivated to make this combination in order to provide a complete definition of the 



Application/Control Number: 10/799,351 Page 17 

Art Unit: 2167 

actions involved in a software distribution in view of Crudele (Abstract), as doing so would give 
the added benefit of satisfying the need when a software package is available to a target 
endpoint, an engine resident on the target can be instructed via the management agent to decode 
the software package fi-om the file into memory and then to perform various software distribution 
operations including installing, removing and modifying the software and configuration of the 
endpoint as taught by Crudele (Abstract). 

As per claim 2, Mayer teaches the software update distribution system of claim 1, 

wherein the root update service node comprises: 

an update store for storing software updates (i.e. Typical managed elements 12 are an 
entire (installed) software package, [0057]); 

an update web service through which the root update service node distribute software 
updates to its child update service nodes over the communication network (i.e. FIG. 9 is a block 
diagram showing an order management for distributing software within an IT environment, in 
accordance with the invention, [0046]); and 

a software provider interface through which a software provider submits its software 
update over the contmiunication network to the root update distribution node (i.e. It is noteworthy 
that the IT devices 4, in principle, can also represent software (IT) resources like Web Browsers 
or any other intercommunication software which are interconnected via large scale networks 
like the Internet or proprietary intranets, [0053]). 
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As per claim 3, Mayer teaches the software update distribution system of claim 2, 
wherein each of the plurality of child update service nodes comprises: 

an update store for storing software updates (i.e. Typical managed elements 12 are an 
entire (installed) software package, [0057]); 

an update web service through which the child update service node obtains software 
updates form its parent update service node over the communication network, and through which 
the child update service node distributes software updates to its update service nodes over the 
communication network (i.e. FIG. 9 is a block diagram showing an order management for 
distributing software within an IT environment, in accordance with the invention, [0046]); 

a child update module for determining which software updates are available to be 
distributed to its child update service nodes (i.e. Utilizing intelligent agents implies a high 
scalability of the entire management solution. Each agent can work independent from each 
other. This allows spreading the work down to all agents and letting them determine the required 
actions by making a desired—current analysis and initiate the actions. For example, software is 
installed by telling the agent that the software must be available and installed on the system. The 
agent will check whether the software is already installed on the system or whether it has to be 
installed. It will organize a copy of the software by asking its parent agent in the IT environment 
hierarchy to get the software. Once a node up in the hierarchy has the software, the software will 
be recursively copied down the hierarchy. Once the software is available, the agent will initiate 
the installation process of the software on the system. The above procedure is illustrated in detail 
referring to FIG. 5 which shows only a part of the entire IT network depicted in FIG. I, [0085]). 
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Crudele teaches a set of rules (i.e. According to the present invention there is provided a 
software deployment tool cooperable with a software package including a software package file 
incorporating at least one action defining respective modifications to said client processing 
system and at least one file required to implement said at least one modifying action, col. 2, lines 
10-34). 

As to claims 10, 17, Melchione teaches the software update distribution system of claim 
3, wherein the child update service node may be selectively configured to periodically obtain 

available software updates from the parent update service node (i.e. The nodes can include agent 
software that periodically communicates with the data center 712, [0078]). 

5. Claims 4-9, 12-16 are rejected under 35 U.S.C. 103(a) as being unpatentable over Mayer 
et al. (US Pub No. 20020019864), in view of Melchione et al. (US Pub No. 20030200300), in 
view of Crudele et al. (US Patent No. 6,973,647), and further in view of Donohue et al. (US 
Patent No. 6,199,204). 

As to claims 4, 12, Mayer teaches the software update distribution system of claim 3, 
wherein each of the plurality of child update service nodes further comprises: 

a reporting module for generating and sending update activity reports to the parent update 
service node (i.e. . It will organize a copy of the software by asking its parent agent in the IT 
environment hierarchy to get the software, [0085]); and 
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a client update module for distributing software updates to client computers (i.e. FIG. 9 is 
a block diagram showing an order management for distributing software within an IT 
environment, in accordance with the invention, [0046]). 

Mayer, Melchione, Crudele do not specifically teach: 

an authentication and authorization module for determining whether an update service 
node is authorized to obtain software updates from the child update service node. 
Donohue teaches: 

an authentication and authorization module for determining whether an update service 

node is authorized to obtain software updates from the child update service node (i.e. The 
updater component preferably also includes a mechanism for verifying the authenticity of 
downloaded software, using cryptographic algorithms. This avoids the need for dedicated, 
password-protected or otherwise protected software resource repository sites. The software 
resources can be anywhere on the network as long as they are correctly named and or posted to 
the network search engines, col. 5, lines 36-42). 

It would have been obvious to one of ordinary skill of the art having the teaching of 
Mayer, Melchione, Crudele, Donohue at the time the invention was made to modify the system 
of Mayer, Melchione, Crudele to include the limitations as taught by Donohue. One of ordinary 
skill in the art would be motivated to make this combination in order to verify the authenticity of 
downloaded software in view of Donohue (col. 5, lines 36-42), as doing so would give the added 
benefit of efficiently protecting software resource repository sites as taught by Donohue (col. 5, 
lines 36-42). 
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As to claims 5, 13, Mayer teaches the update store comprises an update content store in 
which the update payload for the software update is stored, and an update information store in 
which update metadata for the software update is stored (i.e. . It will organize a copy of the 
software by asking its parent agent in the IT environment hierarchy to get the software, [0085]). 

As to claims 6, 14, Mayer teaches the child update service node obtains the software 
update from the parent update service by obtaining update metadata for the software update form 
the parent update service node, and separately obtaining the update payload for the software 
update from the parent update service node (i.e. It will organize a copy of the software by asking 
its parent agent in the IT environment hierarchy to get the software. Once a node up in the 
hierarchy has the software, the software will be recursively copied down the hierarchy. Once the 
software is available, the agent will initiate the installation process of the software on the 
system. The above procedure is illustrated in detail referring to FIG. 5 which shows only a part 
of the entire IT network depicted in FIG. I, [0085]). 

As to claims 7, 15, Mayer teaches the child update service node obtains the update 
payload for the software update from the parent update service node in a just-in-time fashion (i.e. 

[0058] Configuration tools (CT) provide an abstract management interface on which the 
configuration and change management functionality of IT Configuration Management (ITCM) is 
based on. CTs provide all methods required to monitor and configure managed elements. Each 
category of managed element is associated with a configuration tool. Configuration tools 
support methods to manipulate elements (create, modify and delete) and to retrieve (query) 
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elements of the associated type. CT's provide a protocol translation between an ITCM standard 
protocol and an element specific native protocol). 

As to claims 8, 16, Melchione teaches the client update module distributes software 
updates to client computers according to rules established by an administrator via the 
administration API using the administration user interface (i.e. In one case, administered 
software may be downloaded and run at a customer computer. In other cases, administered 
software represents some portion of administered software in processing communication with 
other administered software residing on other customer computers or at the provider. In another 
case, administered software may run at the provider with only a thin client (e.g., a web browser) 
running at a customer computer (e.g., displaying administered software output). All these cases, 
represent examples of provider-hosted application services, [0020]; In certain described 
examples, the software being administered is anti-virus software. New releases of anti-virus 
software can be automatically provided according to the software administration directives set 
by a customer administrator. In some case, administered software includes an agent that polls 
the data center to obtain administered software updates, [002 1 J). 

As per claim 9, Melchione teaches the root update service node further comprises a 
client update module for distributing software updates to client computers (i.e. In one case, 
administered software may be downloaded and run at a customer computer. In other cases, 
administered software represents some portion of administered software in processing 
communication with other administered software residing on other customer computers or at the 
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provider. In another case, administered software may run at the provider with only a thin client 
(e.g., a web browser) running at a customer computer (e.g., displaying administered software 
output). All these cases, represent examples of provider-hosted application services, [0020]; In 
certain described examples, the software being administered is anti-virus software. New releases 
of anti-virus software can be automatically provided according to the software administration 
directives set by a customer administrator. In some case, administered software includes an 
agent that polls the data center to obtain administered software updates, [0021]). 

Response to Arguments 
6. Applicant's arguments regarding Donohue fails to teach "an administration application 
programming interface through which an administrator establishes a set of rules for distributing 
software updates to its child update service nodes" have been considered but are moot in view of 
the new ground(s) of rejection. 



Conclusion 

7. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Miranda Lc whose telephone number is (571) 272-41 12. The 
examiner can normally be reached on Monday through Friday from 8:30 AM to 5:00 PM. 

If attempts to reach the examiner by telephone are unsuccessfiil, the examiner's 
supervisor, John R. Cottingham, can be reached on (571) 272-7079. The fax number to this Art 
Unit is 571-273-8300. 

Any inquiry of a general nature or relating to the status of this application should be 
directed to the Group receptionist whose telephone number is (571) 272-2100. 
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Information regarding the status of an application may be obtained trom the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http:/'/'pair-direct.uspto.gov . Should you have questions on access to the Private 
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

/Miranda Le/ 

Primary Examiner, Art Unit 2167 



